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ABSTRACT

We present a supply chain risk analysis that is based on a
Monte Carlo simulation of a Generalized Semi-Markov
Process (G.S.M.P.) model. Specifically, we seek to esti-
mate the probability distribution of supply chain losses
caused by disruptions. This distribution is computed con-
ditional on conservative hypotheses which are the follow-
ing: (1) no additional risk reduction measures are imple-
mented beyond those already in place, (2) all the products
whose production has been canceled are counted as losses
at their market value. The simulation thus yields condi-
tional probabilities of loss levels that firms may reasonably
use in the evaluation of business interruption costs and in-
surance coverage limits. The model also enables the com-
parison of supply chain designs based on their resilience in
recovering from risk events. The approach is novel for it
connects stochastic modeling of risks from an insurance
perspective with supply chain network design.

1 INTRODUCTION

Two strategic trends, lean manufacturing and single-
sourcing, have significantly changed the structure of legacy
supply chains and affected their resilience to adverse
events. Supply chain risk management is an emerging need
for many global corporations. Many companies have
achieved substantial cost reductions and enhanced opera-
tional efficiencies through the strategic redesign of their
supply chain operations and the reduction of inventory lev-
els. Yet, uncertain events, such as weather-related disrup-
tions, labor strikes, new governmental regulations, and util-
ity outages, can and do affect the performance of the
supply chain. The evolving supply chain network structure

can either exacerbate or mitigate the effects of those events
on production operations and ultimately, on the perform-
ance of the firm. We focus in this paper on hazard events
such as fires, floods, storms, hurricanes, thefts.

Although a specific hazard event may occur only at
one location within the supply chain network, the connec-
tivities and interdependences of plants within the network
often increase the magnitude of the consequences of the
hazard. For the simple supply chain represented on Figure
1, assume that the components are single sourced to the
two downstream engine plants. If the component plant suf-
fers a business interruption, even partial, all of the down-
stream production (including assembly) may be affected to
various degrees. Many different events may cause such a
business interruption.
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Figure 1: Schematic Representation of a Supply Chain
Network

While the value of damaged buildings and broken ma-
chines is comparatively simple to assess, the estimation of
the indirect consequences (loss of production) is not
straightforward. Network interdependencies, characteris-
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tics of the risk, contingency plans (and their actual execu-
tion) affect the outcome. Some disasters are reduced to
mere incidents (lucky near-misses), while other operational
problems can be more damaging.

We therefore recognize the need to further study the
risk of business interruption in supply chain networks. In
order to support decision making, we believe that a quanti-
fication of the risk is necessary. Beyond qualitative risk as-
sessment, risk quantification permits setting priorities un-
der financial constraints. As an initial step toward supply
chain risk quantification, we propose a modeling approach
that estimates the risk exposure of a supply chain structure
from a specific hazard. This risk exposure is computed
conditional on conservative hypotheses which are the fol-
lowing: (1) no risk reduction measures are implemented
beyond those already in place, (2) all the products whose
production has been canceled are counted as losses at their
market value. In reality, some mitigation measures, such as
finding an alternative source of supply, can attenuate con-
siderably the losses. Also, it may be that inventories are
such that delayed production does not result in a total loss
of sales. The model that we present is relevant for the esti-
mation of a conservative value of the losses that the firm
may face. Contingency plans and reaction schemes can
then be evaluated by comparison to the results of this con-
servative, no contingency, base case estimation.

2  BACKGROUND: MOTIVATION
AND RELATED RESEARCH

Our research is motivated by a renewed corporate interest in
managing supply chain risks. Companies are more aware of
and sensitive to global supply chain interruptions than in the
past, particularly following the September 11, 2001 terrorist
attacks on the United States, and the October 2002 West
Coast longshoreman’s labor strike. These major disruptions
have drawn attention to the vulnerabilities of supply chains,
predominantly for industries that are operating lean supply
chains. In those industries, the benefits of a single-string
supply chain design may be in part mitigated by the risk of
interruption in the operations of that single source.

In addition, supply chain management literature has be-
gun to focus on supply chain vulnerabilities. Deleris (2003)
and Elkins (2003) have explored the application of risk and
decision analysis methods to manufacturing and supply
chain operations. Callarman (2003) describes a high-level
qualitative risk model that examines supply chain risk by
considering different flow disruptions (material, information,
knowledge, cash, and capital equipment). Chapman et al.
(2002), Helferich and Cook (2002), and Peck and Juttner
(2002) discuss how to identify and manage supply chain
vulnerabilities. The NACFAM report (2003) and the Cran-
field University report (2002) both comment on the heavy
reliance of corporate supply chains on public transportation,
utilities, and communications infrastructures. Sheffi (2001)

1385

examines how companies can organize supply chain opera-
tions to meet challenges of operating under increased secu-
rity regimes and terrorist threats. Mansfield (2003) presents
the military perspective on supply chain risk management,
and highlights the need for flexibility through dynamic re-
configurable supply chains. Lindroth and Norman (2001)
discuss risk sharing among supply chain partners, and pre-
sent a case study on risk sharing from the telecommunica-
tions industry. Holmes (2003) comments on the increasing
interaction between insurance managers and supply chain
operations managers and suggests that risk management de-
cisions be jointly reviewed by supply chain and risk-
insurance experts. Finally, Lester (2002) points out that sin-
gle sourcing can work if properly managed, and comments
that “you can put all your eggs in one basket, as long as you
watch the basket very carefully”.

The remainder of the paper is organized as follows. Sec-
tion 3 describes our model in general terms. Section 4 details
the application of this model to a specific hazard, describing
the inputs, outputs and presenting illustrative results. A dis-
cussion is found in Section 5. We conclude in Section 6.

3 GENERAL RISK SIMULATION APPROACH

3.1 Introduction to the Model

The goal of our model is to assess the risk exposure of a
given supply chain due to a specific hazard, for example
fires in production plants. The general idea behind our
model is that any hazard event creates local shock (disrup-
tion i.e., the plant may not be fully operational after the
event) on at least one of the locations of the supply chain.
If there is no slack or substitute, this local event generates
further disruptions to downstream locations and reduces
the supply chain output. We compute the effect of the haz-
ard over a time period by estimating both direct and indi-
rect losses. Direct losses are the losses incurred due to the
immediate effects of an event (e.g. property damage costs)
and indirect losses are the losses caused by the reduction in
supply chain output. Direct and indirect losses are aggre-
gated into a total loss measure for the considered time pe-
riod. The loss measure may be based on cost, lead time, or
customer service rate. In this paper, we chose for illustra-
tion the study of fire hazard within a supply network and
we focus on the costs as an aggregate measure of all direct
and indirect losses (See Section 4).

3.2 Description of the Model

The overall model has four parts. Each of them is de-
scribed in greater details further.

e  Hazard Model: Set of plant-specific models of the
sequence of hazard events occurrences and severity
described as dependent stochastic processes.
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e Operations Model: Model of the manufacturing
operations / supply chain network.

¢  G.S.M.P. Model: Integration of both hazard and
operations models into a General Semi Markov
Process (G.S.M.P.) model (A continuous stochas-
tic model representing system transitions among
states over time).

e Monte Carlo Simulation: Simulation of the
G.S.M.P. model sample path to obtain the prob-
ability distribution of the total losses per time unit
(here: ninety days).

The hazard model describes, for each plant in the sup-
ply network, the occurrences of the hazard events as a sto-
chastic process, and their severity levels (for instance cost
and downtime) conditional on an event. Geographic de-
pendencies among plants (for weather related hazard for
instance), as well as plant characteristics (e.g., building
material or activity) have to be accounted for. Many
sources of information such as expert opinion and statisti-
cal time series are generally available to assess the prob-
ability distributions for the hazard of interest. In short, this
model describes at the plant level the sequence of disrup-
tions (and their consequences) that the network endures
during one time period.

The operations model describes in details the supply
chain structure and in particular, interactions among loca-
tions. This model is used to quantify how perturbations
of the network caused by the hazard sequence affect the
other plants within the network and reduce the supply
chain output. Therefore the operations model captures the
compounded effects (direct and indirect) of hazard dis-
ruptions. This model can be developed separately from
the hazard event occurrence model, given the knowledge
of the plants that constitute the supply chain network. The
choice of the type of model depends on the supply chain
output loss measure. For a measure based on cost, a prod-
uct-mix model (describing the inputs and output of the
chain) may be sufficient.

The General Semi Markov Process (G.S.M.P.) inte-
grates both hazard and operations models to describe the
evolution of the network as a stochastic process. Recall
that a G.S.M.P. model is a continuous time model that per-
mits sample path simulation of a stochastic system that
represents the transitions from state to state triggered by
the events. In this application of the G.S.M.P. framework,
the system analyzed is the supply network, triggering
events are either hazard occurrence or recovery from them,
and the state of the network is described by a vector repre-
senting state of operations at each plant location within the
network'. The interested reader can find more information
on G.S.M.P. in Shedler (1993). Specifically, in our model,
the G.S.M.P. uses the hazard model to generate input for
modeling of the times between hazard occurrences and for
the severity of each occurrence, which can be time and lo-
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cation dependent (Note that, for simplicity in what follows,
we assume that the frequencies and severities of hazard
events are the same for all locations and that the severity is
time independent.). The operations model is used to deter-
mine the effect of an event on each location of the network
and to evaluate the supply chain losses. The simulation of
the G.S.M.P. provides a sample path of the states of the
supply chain during one time period, and enables us to as-
sess the total losses.

The Monte Carlo simulation of the G.S.M.P. iterates
this assessment many times in order to obtain enough data
points to derive the probability distribution of the total
losses for the time period considered. From this distribu-
tion, we derive the corresponding complementary cumula-
tive distribution function, often referred to as a “risk curve”
in risk analysis (The complementary cumulative distribu-
tion function G(x) is defined as 1 — F(x) where F(x) is the
cumulative distribution function). The risk curve thus
represents the probability of exceeding a given level of
losses per time period.

The general approach is summarized in Figure 2.

Hazard
Model Risk Curve
G.S.M.P. Monte Carlo | |£]
Model _’?E
Simulation | |2
Operations ™ §$Value
Model

Figure 2: General Risk Simulation Modeling Approach
4 APPLICATION TO FIRE RISK IN A
MANUFACTURING NETWORK

To demonstrate the feasibility of the method, we study the
effect of fire hazard on a large U.S. manufacturing supply
network. This section describes the details of our applica-
tion. For confidentiality reasons, the numerical results pre-
sented are derived from a simplification of the network on
which the actual implementation is performed.

4.1 Implementation Settings

The large supply chain network that we analyze is com-
posed of more than 80 plants (5 different categories of
plants e.g., components, subassembly A, subassembly B,
subassembly C, assembly). The time period chosen for the
analysis is a 90-day quarter.

The main metric to estimate supply chain losses is to-
tal financial loss per operating quarter, which is defined as
the sum of lost production costs and property damage costs
caused by fire hazards. As secondary loss metrics, we
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evaluate lost production per quarter (i.e., number of items
not produced per quarter because of the fire events) and
mean downtime per plant type. The lost production per
quarter (not reported in this paper) is used as a surrogate
measure for financial loss and serves to validate the main
outputs for consistency. The mean downtime per plant is
useful to understand and quantify the indirect effects of the
network interdependencies. Managers can use that measure
to prioritize investments in risk reduction efforts.

In our implementation, we assume that the same type
of fire (both in occurrence and severity) occurs independ-
ently at each plant within the network. Hence, we do not
differentiate the plants by type. Fire hazards are assumed to
occur according to a Poisson process. The severity (dam-
age cost and downtime) of each fire is assessed from a dis-
crete distribution (e.g., Small, Medium, and Large). Both
the parameter of the Poisson process and the severity dis-
tribution are based on data analysis and expert opinion.

We use a product-mix model as our operations model,
i.e. to translate the loss of production volume due to a local
business interruption into monetary loss downstream. We
do not include any transportation activity in our operations
model, thus implicitly assuming that transportation is al-
ways operational.

The notation for the G.S.M.P. model and the simula-
tion algorithm are provided in the appendices. Next we
describe output of the simulation.

4.2 G.S.M.P. System Simulation

Each sample path of the G.S.M.P. is completely described
by the sequence of states {§ ! }:=o and the sequence of

state transition times 7, _, . Note that any time where all

plant locations return to normal operating conditions is a
point of regeneration, where the probabilities that describe
the evolution of the system in the future are independent of
the system behavior in the past. We start each simulation
iteration at 7y, =0 with § 0= (1, 1... 1) with probability 1,
so that the G.S.M.P. begins at a point of regeneration.
Thus, in our implementation, the G.S.M.P. is a non-
delayed regenerative stochastic point process. While we do
not use this regenerative property, it may prove useful for
future uses of this model, for instance to study times be-
tween returning to normal operations (i.e. when all loca-
tions are working).

4.3 Simulation Results

Again, while we implement the method on an actual supply
chain, all numerical results presented here are for illustra-
tive purposes only, and demonstrate how one might use the
simulation to analyze and communicate risk exposure. The
results of the simulation are hypothetical, but represent the
kind of results that may be obtained from actual data.
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The number of iterations of the Monte Carlo simula-
tion is arbitrarily chosen to be 1,000. We perform a visual
verification of the convergence of our measures. Future
work may address risk simulation convergence issues more
thoroughly. This paper focuses on the use the G.S.M.P. al-
gorithm for risk assessment and on its value when applied
to real-world problems.

In our application, the total quarterly losses is our pri-
mary measure for risk. The results, which are shown on
Figure 3, provide a distribution of the losses due to fire
hazards, from $0 to more than $1M per 90-day quarter.
The median of total losses is approximately $100K per
quarter, meaning that there is 50% chance that the total
quarterly losses due to fire hazard will exceed $100K. One
insight from these results, which holds for actual data, is
that property damage costs are negligible compared to lost
production cost. While this relationship is to be expected,
the simulation provides a numerical estimation of the rela-
tive importance of the two types of losses. The traditional
focus of insurance has been to protect the property value of
assets from catastrophic risks, the simulation shows that a
company can also benefit from actively reducing its expo-
sure to sale losses through mitigation actions at the supply
chain level.

Loss Exceedance Probability (Risk Curve)
for Total Cost

Probability

0 : : : : :
0.4 0.6 0.8 1
Costin $ Millions

1.2

Figure 3: Loss Exceedance Probability (Risk Curve) for
Total Cost of Risk Events per 90-Day Quarter

We also report the mean downtime per plant category
on Figure 4 (the number of plants in each category is noted
in parentheses). This metric captures the effect of supply
chain network interdependences and is obtained by averag-
ing mean down time per plant over each plant category.
Mean downtime for a specific plant is computed as the av-
erage of the percentage of plant downtime during a simu-
lated 90-day quarter. The computed levels for downtime
can be thought of as a reference vulnerability metric,
against which alternative supply chain designs may be
compared. We observe that assembly plants, which are the
most downstream within the network, suffer higher down-
time than other category of plants. We also note that the
outside supplier has more downtime compared to internal
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engine, transmission, or component plants, possibly signal-
ing a supplier reliability problem.

Mean Down Time per Plant Category (%)
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Figure 4: Effect of Fire Hazard on Plant Category
Downtimes

5 DISCUSSION

5.1 General Comments about the Model

In this research, we choose to use a G.S.M.P. to model the
evolution of the supply chain network under a stochastic
risk load. While the G.S.M.P. is more general than a
Markov Chain stochastic model, it is also more complex to
describe and to implement, and requires longer computing
run-time. In addition, as opposed to Markov chain, it does
not necessarily yield closed form limiting solutions. One
advantage of the G.S.M.P. framework, however, is that it
incorporates naturally any kind of hazard events because it
allows for multiple triggering events and for general distri-
bution for the times between transitions. This flexibility
enables, for example, to have non-Poisson hazard occur-
rences and deterministic recovery times.

We note that G.S.M.P.s have been extensively used in
modeling stochastic risk processes, and that numerous
simulation models of supply chain networks exist. Our ap-
proach is innovative because it connects risk modeling
based on insurance data with the structure of the supply
chain networks.

Another important difference of our approach from the
mainstream of the supply-chain literature is that we do not
seek to optimize the supply chain, but to obtain, as a base
case, a probabilistic description of its performance for a
specific risk in order to support management decision for
risk reduction or supply chain design.

Finally, while this research is aimed at supply chain
risk management, the approach that we present focuses
principally on risk assessment. To reduce the risk expo-
sure, changes in insurance programs and supply chain net-
work design can be considered, for instance, reinforcing
the loss prevention equipment at a specific set of plants, or
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reevaluating the terms of the insurance policy with regards
to the hazard considered.

5.2 Limitations

While our method successfully connects insurance risk
modeling with supply chain network structures, we ac-
knowledge that the model has some limitations. First, we
do not take into account any mitigation or loss control ef-
forts to respond to risk events. In addition, we do not
model inventory as a buffer for production interruption.
Finally, we assume that all units that are not built are lost
sales. Thus, under those limitations, the results from the
implementation of the approach provide a conservative es-
timate of risk exposure. This fact does not lessen the value
of our analysis. It can be easily introduced in the model if
needed. The cost estimation is useful for planning insur-
ance coverage relative to different types of risks.

Furthermore, the approach that we present in this pa-
per relies explicitly on a descriptive model of the supply
chain (the operations model). While the simple product-
mix model is sufficient in our implementation, it deliber-
ately ignores the transportation links. We do not suggest
any standard supply chain model for risk assessment pur-
poses but note that a standard model supply chain descrip-
tion is valuable. Such a model should allow to:

e Include many tiers of the supply chain, and many
suppliers/customers within each tier. This would
extend the analysis backward or forward to ex-
plore risks affecting upstream suppliers, or down-
stream distribution and warehousing operations.

e Add intermediate degrees in production levels for
the plants within the production network. In our
implementation, plants are either fully operational
or not operating at all. It would be more realistic
to describe the operating state of each plant for in-
stance through the percentage of its production
capacity available.

e Incorporate transportation modes and logistics
routes so that logistics risks can be further ex-
plored. Including transportation links explicitly in
supply chain model is critical.

5.3 Further Use of the Model

The model architecture permits the independent and paral-
lel development of the hazard model and operations model.
This flexibility is one of the strength of the model.

First, the current simulation model can be applied to a
variety of hazards, if the probability of risk events and the
associated loss severity can be described using probability
distributions. Therefore, it is possible to study similarly the
impact of utility outages (gas, water, electricity), labor
strikes or sequences of natural disasters or catastrophic
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events. This simply entails modifying the hazard model
accordingly. We believe that assessing risk exposure from
various hazards using the same operations model consti-
tutes a reliable basis for comparison among hazards.

Second, while holding the hazard model unchanged,
supply chain analysts can modify the operations model to
investigate the risk exposure of different network topolo-
gies (i.e., supply chain designs).

Furthermore, it is possible to extend the hazard model
to include merging of distinct risk processes, so that the
overall (i.e., to many different hazards) risk exposure of the
supply chain can be estimated. The approach is scalable in
the sense that it is possible to include many hazards simul-
taneously instead of one at a time. For that matter, only the
hazard model has to be modified. However, stochastic
modeling of various risks is challenging, especially if one
wants to capture the dependencies among risks.

To conclude, the proposed approach is useful:

To compare the risk exposure from different haz-
ards and support resources allocation decisions.
To evaluate the efficiency of alternative supply
chain structures for risk mitigation.

To assess the overall exposure of a supply chain
structure from a set of different hazards.

6 CONCLUSION

We have described an approach based on a Generalized
Semi-Markov Process (G.S.M.P.) including Monte Carlo
simulation to the assessment of the disruption caused by a
specific type of hazard on a supply chain. The model pro-
vides decision support for managers to evaluate a firm’s
risk exposure. The model estimates the probability
distribution of the loss in supply chain output caused by the
occurrence of hazards within the supply network. The
model can be further used to assess the performance of al-
ternative supply chain structures.

APPENDIX A: G.S.M.P. NOTATION

N = number of plant locations in the operations model.

S = set of system states.

5" = current state of the system after the n™ state tran-
sition. 5" €{0,1}" where s = 0 if production at plant i
has been directly interrupted because of a risk event, and
s; =1if plant i is operating normally. 5" does not incor-
porate supply chain interdependencies (i.e., indirect disrup-
tions). Here we use a simple binary description of the state
of the system.

E = finite set of all possible events that triggers a tran-
sition from one system state to another.

e,ix = event representing hazard occurrence in one of
the plants of the production network.
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e; = event of plant 7/ recovering normal production op-
erations.

E(5") = set of all events eligible to occur after the
system makes the n™ state transition. By definition,
E(5" )c E. Note that plant i can recover normal operations
(event ;€ E(s")) if and only if s =0, (i.e., production
at plant 7 has been interrupted by a risk event).

¢" = n™ clock reading vector. ¢"=(C, ,C, ...
c Nn ). Each coordinate represents the time until event e;
occurs after the transition of the system into state 5" .

n

P{5"V | 5" event e} = probability of transition to
(n+1)

system state s given that the current system state is

s" and event ec E(s") occurs. If the event that occurs is

e; (i.e., plant recovering from production interruption), then
P{5"™ 5" event e, }=1,where
FO = (5780 LS S

r(s", e) = event recovery rate (i.e., clock speed), de-
pendent on the current state §” and the system state transi-
tion triggering event e. For this simulation model, we set
r(s", e) =1 for all states §" and all events e. It may be
useful to set clock rates (5", €) > 1 to model situations
where additional resources are allocated to mitigate a risk
event e depending on the current state 5" . If the rate of re-
covery is increased, additional mitigation costs should be
accounted for.

T,= time of the n” state transition,
withTy <7y <T, <.... Time T,= 0 represents the begin-
ning of the simulated 90-day period.

T, —T, 4 = time between the (n-1)" and n™ state tran-
sitions. Also defines the sojourn or holding time in state
5" before transitioning to state 7.

APPENDIX B: G.S.M.P. ALGORITHM

1. System initialization
§%=(1,1,...,1) so that each plant starts

a. Set s

each iteration in normal operating conditions.
b. Set 75 =0.
c. For each event ¢; € E(s 0) , generate a clock

reading c? as a randomly distributed time to
sojourn in state § % until event e; should cause
the process to transition out of state s 0. Set
¢ =0 for those events ¢; ¢ E(5°) . Note that
at that point the only element in E(5°) is e,
. When a risk event occurs somewhere in the
production network, then assign the event to
that plant location i, where the event occurred.
Note that the assignment of risk event to plant
location depends on the type of risk event. For
some risks, such as plant fires, each plant may
be equally likely to experience the risk, and
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thus assigning a risk event to a plant location
can be done using a discrete uniform (1, N)
distribution. For other risks, such as flood or
earthquake, some plant locations may have
higher probabilities of experiencing the risk
event. In this case, the probability distribution
for assigning the risk event to a particular plant
may be specified using a discrete but non-
uniform distribution. The associated risk event
severity is assigned according to a loss severity
distribution, which may be dependent on plant
location #, and time of event occurrence.

d. Set the rate of recovery n(5", e) =1 for alln
and all possible events e.

Repeat Steps 2-7 forn=1,2,3, ...

2.

Identify when and why the n” state transition will
occur.
a. Determine 7,, the time of the n” state transi-

tion out of state s

T -T,,

n n—

m

n—1
. c;
= m PPETE RSN
{indices i|e;cE(F"™")} r(S n— ’ei)

b. Determine the subset of events that will actu-
ally trigger the n" state transition.
|

Identify the next system state 5" into which the

system will transition.

a. If the state transition triggering event is ey,
i.e., a risk event occurs somewhere in the pro-
duction network of plants, then assign the risk
event to a plant location i, where the event oc-
curred. Update s/ = 5"~ forj =i, and s/ =
0. The risk event severity is assigned accord-
ing to the conditional severity distribution,
which may be dependent on plant location i,
and time of event occurrence 7,

b. If the state transition triggering event is e;,
plant i recovers from a risk event, and returns
to normal operating conditions. §7 = S}H
forj #i,and s, = 1. ' '

Update the set of new events that could trigger the

(n+1)" state transition.

a. Define new event set

e e
E*(5"")=1events e,|———=
—n-1
r(s",e,)

NG")=EG")—(EG")-E*).
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b. For each event ¢; € N(s"), generate a clock
reading ¢ as the randomly distributed time to
sojourn in state 5" until event ¢; should cause
the process to transition out of state §" .

5. Update the set of old events that could trigger the

(n+1)" state transition.

a. Define old event set

OG")=EG")N(EGE" ")~ E*).

b. Update times of old events with new clock
readings. Set

el =c —(T, =T, ) r(E""e).

6. Cancel event(s) ¢; that caused the state transition

—-n-1

from state 5" . Set ¢’ =0 for these event indi-

CES.

7. Move to state 5" and time 7},
a. If T, <run length of 90 days, set n = n+/ and
return to step 2.
b. If 7, > run length of 90 days, STOP algo-
rithm.
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