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ABSTRACT
We propose an agent-based model to capture the transmission patterns of diseases caused by bioterrorism
attacks or epidemic outbreaks and to differentiate between these two scenarios. Focusing on a region of
three cities, we want to detect a bioterrorism attack before a sizeable proportion of the population is
infected. Our results indicate that the aggregated infection and death curves in the region can serve as
indicators in distinguishing between the two disease scenarios: the slope of the epidemic infection curve
will increase initially and decrease afterwards, whereas the slope of the bioterrorism infection curve will
strictly decrease. We also conclude that for a bioterrorism outbreak, the bioterrorism source city becomes
more dominant as the local working probability 𝑝! increases. In contrast, the behavior of individual cities
for the epidemic model presents a “time-lag” pattern, especially when 𝑝! is large. As 𝑝! decreases, the
individual city’s dynamic curves converge as time progresses.
1

INTRODUCTION

Bioterrorism, namely the intentional release of viruses, bacteria, or other toxic biological agents, is
considered a significant threat to the United States. Early detection of a potential bioterrorism incident is
vital for controlling diseases and limiting the damage. However, as some candidate bioterrorism diseases
(e.g., anthrax and viral hemorrhagic fever) present symptoms in humans similar to those of common
illnesses (e.g., the flu), it is difficult to quickly distinguish between a bioterrorism outbreak and a natural
disease. The existing techniques for early detection have failed to differentiate between epidemic diseases
and bioterrorism attacks, required too many assumptions, or seemed too complex.
Wagner et al. (2001) summarized mathematical foundations of early detection and reviewed previous
work concerning the measurement of detection timelines. Using signal detection theory and decision
theory, the authors identified strategies to improve the timeliness of detection and position ongoing
detection system development within that framework. Lober et al. (2002) discussed six existing public
health surveillance systems, which were designed to enhance early detection of bioterrorism events.
However, their method cannot distinguish between a bioterrorism outbreak and a natural disease.
Yahav et al. (2013) proposed a conceptual framework for differentiating between bioterrorism and
epidemic scenarios. They constructed a multilayered network that included social and spatial components,
and incorporated functional principal components analysis (fPCA) to characterize disease transmission.
Despite the accurate results from their method, its shortcoming is that the model contains many arbitrary
assumptions about the structure of the social, location, and human-location networks.
Our goal is to propose a method that is both accurate and easy to implement in practice. In this paper,
we develop a simple-structured, agent-based model to capture the transmission patterns of diseases caused
by bioterrorism attacks or epidemic outbreaks. Based on the aggregated regional infection trends or the
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individual infection curves at each city, our research seeks to detect an attack when only a small
proportion of the population is infected.
In Section 2, we discuss our methodology and simulation models for the bioterrorism and epidemic
outbreaks, where human behaviors are based upon travel patterns during the day and at night. In Section
3, we present results for both models under various local working probabilities and validate our
simulation results with a two-phase mathematical model for the epidemic case. In Section 4, we include
some conclusions and a mention of future work. We are particularly interested in distinguishing between
these two disease scenarios when the first outbreak time is uncertain and in identifying appropriate
infection control measures.
2

METHODOLOGY

We conduct experiments in computer-generated households and work places at three cities within a
region, and simulate the spread of disease via bioterrorism and epidemic scenarios, respectively. The
experiments are implemented using NetLogo (v. 5.0.4), an agent-based programming language and
integrated modeling environment (Wilensky 1999). Our primary assumption is that the epidemic disease
is transmitted only via human interactions (Clayton, Hills, and Pickles 1993), whereas bioterrorism is
transmitted only through a person’s proximity to the source of the attack (CDC 2007).
2.1

General Model Description

Our preliminary results are based on 900 households in three connected cities—A, B, and C. We
constrain the environment to be closed: no immigrants from the outside and no newborns from within the
three cities. The models for the epidemic disease and the bioterrorism attack share a few common
assumptions. We describe their shared properties in this section, and discuss their unique assumptions in
Sections 2.2 and 2.3.
There are two phases to each model—SETUP and GO. In the SETUP phase, three square-shaped
cities are generated. Our initial experiments suggest that city size does not matter as long as we analyze
the proportion infected and dead, rather than the absolute counts. Therefore, we can assume all the cities
are the same size, and generate 300 households per city. We also assume that the number of residents in
each household is drawn randomly from the following distribution: [1 2 2 3 3 4 4 4 5 5 6]. In the GO
phase, the model will oscillate between a daytime state (6 a.m. – 6 p.m.) and a nighttime state (6 p.m. – 6
a.m.). We assume that only public interactions take place during the daytime state and only withinhousehold interactions take place during the nighttime state. Figure 1 demonstrates our model description
in an activity-flow diagram.
We suppose that each person’s work city is fixed throughout the simulation. During the daytime state,
some people work from their home city with a predefined local working probability 𝑝! , whereas the
remaining people travel to the other two cities for work with an equal chance. We make this assumption
because for most people, their work or school cities are usually fixed. In addition, we assume that each
person’s destination inside the travel city follows a bivariate normal distribution, which is not fixed from
day to day. This is based on the general observation that most cities have a central area where many
people work, and a person might appear in various locations within the city for different purposes. Figure
2 demonstrates the initial uniformly distributed spread of households and the bivariate normally
distributed travel destinations.
In each model, we assign one of four states to each person: healthy, infected, recovered (and
immune), and dead. We assume everyone in the model must be in one of these states, and initially no one
is immune to the disease. This is because if we assume a percentage of residents are immune to the
disease at the initial state, then the infection curves will shrink by approximately that percentage in height
(see the Appendix for a more detailed justification). We assign an infection radius  𝑅 for each disease,
indicating the immediate area within which the disease is transmissible.
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Figure 1: Activity-flow diagram, where ovals represent the model phase and arrows indicate the flow of
progress. Rounded rectangles connected to the dashed lines explain the process in ovals and rectangles.

Figure 2: Initial setup for uniformly distributed households and bivariate normally distributed work
locations in city A. The black and white house-shapes stand for households, and the grey circles with a
black dot in the center represent people.
In our model, each infected individual has a predetermined chance of death or recovery. We assume
those who will die pass away after a specific amount of time (i.e., death survival time) and those who will
recover will do so by the end of some stochastic recovery time tR. The above assumption is based on the
observation that if an infected individual dies, he tends to die quickly, and if he survives, the recovery
usually takes much longer. If we denote the average recovery time for a disease to be 𝜏, then we assume
the recovery time 𝑡! is drawn from a truncated normal distribution 𝑁(𝜏, 𝜏 6), where 𝑡!   = 2𝜏 if 𝑡!   > 2𝜏
and 𝑡!   = 3 if 𝑡! is negative for the epidemic case, and 𝑡!   =  3𝜏 if 𝑡! > 3𝜏 and 𝑡!   = 8 if 𝑡! is negative for
the bioterrorism case (Guillemin 1999, Atkinson et al. 2005).
There are a few variables in our models; however, most of their values are predetermined and can be
drawn from historical data (e.g., recovery probability, average recovery time). For parameters whose
values are uncertain (e.g., home/work infection probability, infection radius), we try to assign values that
are as reasonable as possible or we deliberately control the infection dynamics of the epidemic and
bioterrorism cases to be similar, so as to ensure that we can distinguish these two cases even for the most
difficult situations.
There are three diseases in our experiment: normal epidemic, extreme epidemic, and bioterrorism
disease, where the normal and extreme epidemic share the same simulation model yet differ in their
recovery probability. An example of an extreme epidemic would be a super influenza pandemic, such as
the catastrophic 1918 pandemic, which had an extremely high death rate (Patterson and Pyle 1991,
Taubenberger and Morens 2006).
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2.2

Bioterrorism Model

We propose a conceptual model for a bioterrorism disease. We assume the disease breaks out in one city
(e.g., city C in our case). It only transmits to people who are within a certain distance from the source, and
does not transmit among humans. During the daytime, a person may get infected (if near the source),
recover, or die. During the nighttime, people go home, where no disease transmission occurs. We utilize a
maximum location infection probability 𝑝! to represent the probability of a person being infected near
the bioterrorism source. For a healthy person who is within the infection radius  𝑅 of a bioterrorism
source, the probability of getting infected in the source city is inversely proportional to the square of the
distance from the source location.
We assume the bioterrorism source is located at the city center, where the population density is
highest. This is because the goal of bioterrorists is to create as much chaos as possible; thus, the city
center would be an ideal attack location. Because bioterrorism has a high mortality rate—ranging from
0.2 to 0.9 if untreated, and 0.01 to 0.45 if treated in time, we set the death probability to be 0.7 without
distinguishing whether the patient is being treated or not (Bravata et al. 2006, CIDRAP 2013). We also
assume 𝑝! is high (0.6). This is based on the properties of most biological agents (FAS 2014). Finally,
we assign survival times and average recovery times drawn from practice (Guillemin 1999, Atkinson et al.
2005). A complete listing of parameter settings of the bioterrorism model is shown in Table 1. Later in
Section 3.2, we will consider many combinations of parameter settings and develop the maximum,
minimum, and median dynamic curves.
Table 1: Parameter Setup – Bioterrorism.
Parameter
Average Recovery Time  𝜏
Death Survival time 𝑡!
Local Working Probability 𝑝!
Recovery Probability 𝑝!
Death Probability
Maximum Location Infection Probability 𝑝!
Infection Radius 𝑅
Outbreak Location
2.3

Value (s)
15 days
3 days
0.33, 0.6, 0.9
0.3
0.7
0.6
10
Center of city C

Epidemic Model

We assume the epidemic initiates with a single person, and the disease propagates to other individuals
within the region through human interaction only. During the daytime, people within the influence radius
𝑅 of an infected person will acquire the flu with a work infection probability 𝑝! . During the nighttime,
only people who live with an infected family member will get infected, with a home infection probability
𝑝! . In both cases, a patient may recover or die from the disease.
We assume the work infection probability 𝑝! is low (0.03), and the home infection probability 𝑝! is
relatively high (0.4), due to the intimacy among family members. We apply 0.001 and 0.3 as the death
probability for normal flu and super influenza, respectively (Patterson and Pyle 1991; Taubenberger and
Morens 2006; Knobler et al. 2005). The parameter settings are presented in Table 2.
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Table 2: Parameter Setup – Normal & Extreme Epidemic.
Parameter
Average Recovery Time 𝜏
Death Survival Time 𝑡!
Local Working Probability 𝑝!
Recovery Probability 𝑝!
Death Probability
Infection Radius 𝑅
Work Infection Probability 𝑝!
Home Infection Probability 𝑝!
Initial Infection Number

3

Value (s)
10 days
5 days
0.33, 0.6, 0.9
0.999 for normal flu, 0.7 for extreme flu
0.001 for normal flu, 0.3 for extreme flu
3
0.03
0.4
1

RESULTS

Our results are based on the interaction between three cities, because this configuration is representative
of many metropolitan areas. In this experiment, we only consider the initial 15 days. This is partially due
to the uninhibited environment of the initial spread of a disease (i.e., no residential protection like maskwearing and improved hygiene, and no human intervention like quarantine, travel restrictions or
vaccination). In addition, we are only interested in quickly distinguishing bioterrorism from an epidemic
in an early stage, so the study of the spread during the initial days is reasonable.
In the following experiments, we vary the local working probability 𝑝! from 0.9 to 0.33, due to the
belief that many residents will work locally, but there is still interaction among cities. Experiments
indicate that our model has low variance across many replications, therefore we base our results on the
mean outcome under the same parameter settings. In Figure 3, we see the aggregated infection curves
over three cities for our three scenarios when the local working probability 𝑝! = 0.6. We observe that the
normal and extreme epidemics share the similar “S” curve, whereas the bioterrorism curve has a curve
with a strictly decreasing slope. However, in practice, when the initial outbreak time is unknown, it is
difficult to tell whether an unknown disease is a bioterrorism outbreak from day 2 to day 6 or an epidemic
disease from day 5 to day 10.
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Figure 3: Comparison between the aggregated infection curves of three diseases among three cities when
local working probability 𝑝!   = 0.6.
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Figure 4: Aggregated infection (a) and death (b) curves and individual city infection (c) and death (d)
curves in bioterrorism model for 𝑝! = 0.9.
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Figure 5: Aggregated infection (a) and death (b) curves and individual city infection (c) and death (d)
curves in bioterrorism model for 𝑝! = 0.6.
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Figure 6: Aggregated infection (a) and death (b) curves and individual city infection (c) and death (d)
curves in bioterrorism model for 𝑝! = 0.33.
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3.1

Bioterrorism Scenario

In the following analysis, we gradually decrease 𝑝! from 0.9 to 0.33 while keeping the other parameters
fixed. Experiments indicate that a high 𝑝! is not always associated with high proportions of aggregated
infection and death. The bioterrorism curves share an increasing trend with a decreasing slope, which is
due to the shrinking susceptible pool of population that travel to the source location.
Figures 4, 5, and 6 present aggregated and individual city infection and death curves for local
working probability 𝑝! equal to 0.9, 0.6, and 0.33. As 𝑝! decreases from 0.9 to 0.33, the overall mobility
of the population increases, yet the aggregated infection and death proportion among the three cities does
not vary much. However, the infection curves for individual cities present distinct characteristics. When
𝑝! is 0.9, the infection curve for the bioterrorism source city C dominates the others, with a city infection
proportion of 0.9, whereas the infection proportion for the other two cities is less than 0.1. As 𝑝!
decreases to 0.6, city C’s infection proportion decreases to 0.6, while the infection proportion of the other
two cities increases to 0.2. When 𝑝! is 0.33, the three cities have a similar infection proportion at 0.33,
and the difference among the three city curves is indistinguishable. The decrease in infection dominance
of city C is a result of our fixed work city assumption. When 𝑝! is high, few people from the other two
cities have the chance to approach the bioterrorism source in city C, thus a very small portion of people
from cities A and B can get infected. Therefore, 𝑝! has little to do with the overall infection or death
proportion among the three cities. However, as 𝑝! decreases and, thus, the mobility of the population
increases, the three cities have similar infection and death curves.
3.2

Epidemic Scenario

We apply a similar method to study epidemic disease transmission. A normal flu epidemic differs from an
extreme epidemic only in death rates, so here we only present the extreme epidemic curve, for it
demonstrates a more severe death curve. Experiments indicate that the infection and death proportion
curves in the extreme epidemic model for various 𝑝! share a similar “S” shape, which is due to the
increasing infection agents at the beginning stage and a shrinking susceptible pool later on.
Figures 7, 8, and 9 present aggregated and individual city death and infection curves for 𝑝! = 0.9, 0.6,
and 0.33, respectively. In contrast to the bioterrorism case, the behavior of individual cities is relatively
close, but the transmission curves present a “time-lag” pattern, especially when 𝑝! is large. For example,
when  𝑝! = 0.9, the infection curve of the source city (C) starts to grow sooner. Yet after about two days,
the infection curves of city A and city B begin to grow in the same manner. Such a phenomenon is the
result of the epidemic transmission property—each person can be considered as a “disease source”, thus
once a non-initial-outbreak city has an infected person, this city will reproduce the disease dynamics of
the initial outbreak city, given that they have similar transmission characteristics. As 𝑝! decreases, the
difference between the initial outbreak city and the other two cities becomes less visible.
3.3

Model Validation

In this section, we propose a two-phase equation-based model to validate our epidemic simulation results.
We retain the simulation model assumptions such as the population details, immunity levels and travel
patterns, and let S(t), I(t) and R(t) represent the susceptible, infected, and recovered population in the
three cities at time t. For the epidemic scenario, we adopt a modified discrete version of the KermackMcKendrick SIR model (Mahaffy and Dockery 2013):
𝑆!!! = 𝑆! −

!!! !!
!

, 𝐼!!! = 𝐼! +

!!! !!
!

− 𝛾𝐼! , 𝑎𝑛𝑑  𝑅!!! = 𝑅! + 𝛾𝐼! ,

where θ=αβ,    with  α  representing the average number of contacts per individual per unit time and β
representing the transmission probability during each contact, and the recovery rate 𝛾 = 𝜏   + (1 −
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𝑝! 𝑡! ]!! . We assume the model oscillates between the day and night phases. Accordingly, N    stands for
the population at a household in the night phase (𝑁! ) and the population of a city in the day phase (𝑁! ).
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Figure 7: Aggregated infection (a) and death (b) curves and individual city infection (c) and death (d)
curves in the extreme epidemic model for 𝑝! = 0.9.
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Figure 8: Aggregated infection (a) and death (b) curves and individual infection (c) and death (d) curves
in the extreme epidemic model for 𝑝! = 0.6.
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Figure 9: Aggregated infection (a) and death (b) curves and individual city infection (c) and death (d)
curves in the extreme epidemic model for 𝑝! = 0.33.
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Figure 10: Aggregated infection curves for the epidemic disease from an equation-based model. The
maximum, median, and minimum curves are based on experiments with the home infection probability
𝑝! as it ranges from 0.1 to 0.7 and the work infection probability 𝑝! as it ranges from 0.01 to 0.08.

Figure 11: Aggregated infection curves for the epidemic (left) and bioterrorism (right) scenarios from our
simulation model, with 𝑝! ranging from 0.1 to 0.9. In the epidemic case, the home infection probability
𝑝! ranges from 0.1 to 0.7 and the work infection probability 𝑝! ranges from 0.01 to 0.08. In the
bioterrorism case, the infection range 𝑅 changes from 3 to 15, while the maximum location infection
probability 𝑝! changes from 0.5 to 0.9.
We apply the home and work infection formula:  θ  ! = (𝑁! − 1) ∙ P  ! and θ  ! = P  ! ∙ R/r   ∙ 𝑁! , where r
stands for the city radius. Figure 10 shows the aggregated infection curves for this two-phase equationbased model.
In comparison, transmission curves generated from our simulation model (Figure 11, left) exhibit a
similar shape as the two-phase SIR model for the epidemic case, and with a much shorter model running
time. In addition, our agent-based model can keep track of each individual’s behavior, whereas the
mathematical model fails to distinguish between individuals and their travel patterns. Since analytical
bioterrorism models that characterize infection dynamics, location, and transportation are not available
yet (Roberts 2003), we are not able to validate our bioterrorism model using a similar approach. However,
our simulation results for both epidemic and bioterrorism diseases resemble the transmission curve shapes
produced by the model of Yahav et al., which are generated over a complex social and location network.
4
4.1

CONCLUSION AND FUTURE RESEARCH
Next Steps

We proposed two models with simple structures and relatively few assumptions to capture the essence of
bioterrorism and epidemic transmission. Our models indicate that the aggregated infection and death
curves for a region can serve as indicators in differentiating the two scenarios: the slope of the epidemic
infection curve will increase initially and decrease afterwards, whereas the slope of the bioterrorism
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infection curve will strictly decrease. Our results also show that the local working probability 𝑝! has little
to do with the aggregated infection proportion for both scenarios; yet for the bioterrorism outbreak, as 𝑝!
increases, the bioterrorism source city exhibits a more dominant infection proportion. In contrast, for the
epidemic model, the behavior of individual cities presents a “time-lag” pattern, especially when 𝑝! is
large. As 𝑝! decreases, the three dynamic curves (one for each city) converge as time progresses.
We are particularly interested in distinguishing between the two scenarios when the first outbreak
time is not known. In practice, due to the time delay of reporting and seasonal noise, we may not be aware
of the disease outbreak until after numerous cases or deaths, and it would be difficult to trace back and
determine the first occurrence time. Because bioterrorism and epidemic diseases present similar
transmission dynamics curves in their initial occurrence, the question becomes how to discriminate the
two scenarios given an unknown first outbreak time. For example, in Figure 2, it is obvious that the
dynamics of the bioterrorism outbreak and epidemic disease are different; however, if we simply observe
an overall infection curve with an increasing shape, how can we tell whether a disease is at the initial
stage of a bioterrorism outbreak or in an ongoing process of an epidemic disease? We want to develop
tests to quantify such differences.
In future work, we will develop measures to distinguish the two scenarios. Also, we will generate a
database for simulations of various parameter settings. In this way, by comparing a disease curve from the
real world with our database, we can tell which scenario the real world disease most closely resembles.
4.2

Future Research Topics

We hope to explore the following research topics using our agent-based model:
1. Filter background noise
Due to the influence of seasonal influenza, there will be background noise that affects the total
number of infections reported by hospitals and clinics. Our goal will be to filter this background
noise and distinguish between an epidemic and a bioterrorism disease.
2. Impact of multiple bioterrorism attacks
We want to investigate how the execution of the bioterrorism attack will impact our detection
ability. The biological agents can be released in a single or multiple locations in the same city, or
multiple locations in different cities, so it is important to understand how the release pattern
impacts disease recognition.
3. Impact of cities’ geographic and demographic traits
By incorporating diverse geographic and demographic properties into the model (e.g., different
city sizes, infection rates, travel patterns, etc.), we can examine how these differences impact our
ability to determine whether a disease outbreak is due to a bioterrorism attack.
4. Early detection based on reports from individual cities
Instead of examining the aggregate number of infected individuals in a region, we can investigate
the transmission curve for each city. Is it possible to diagnose a bioterrorism threat in its early
stage by looking at the infection number in each city?
5. Impact of the bioterrorism transition pattern
Depending on the spreading pattern of the agent—whether it is transmitted by direct contact, air,
contaminated water or food sources, or via vectors such as mosquitoes—we can investigate how
each pattern will affect the transmission trend and further influence disease detection.
6. Impact of human behavior
The public response may influence disease detection as well. On the one hand, patients may
choose to stay home or go to a hospital, or to restrict social interaction. On the other hand,
susceptible people may take medical prophylaxis such as antibiotics or vaccinations, or adopt
physical protection such as gauze masks. All of the these behaviors will impact the disease
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infection curve and challenge our ability to distinguish the bioterrorism scenario from an
epidemic.
7. Impact of government policies
We can investigate the influence of possible government policies for disease control such as
quarantine or school closures.
8. Suggestions to the Centers for Disease Control and Prevention and local health agencies
By evaluating the effectiveness of various disease control approaches, we might provide
suggestions on strategies or policies that should be adopted when facing a bioterrorism threat.
APPENDIX
If we assume a percentage of residents to be immune to the disease initially, then the infection curves will
shrink by approximately that percentage in height. Figure 12 demonstrates the aggregated infection
proportion under various immunity levels for bioterrorism and an extreme epidemic, respectively. In fact,
if y represents the steady state aggregated infection percentage and x represents the immunity percentage,
then the linear regression models for bioterrorism and an extreme epidemic disease are 𝑦 = −0.33x +
0.3316 (R2 = 0.9609) and 𝑦 = −1.0512𝑥 + 0.94814 (R2 = 0.9965). In both cases, increasing immunity
by 1% reduces the height of the curve by 1% of the initial height (Since the initial height for the two
diseases are 0.33 and 0.95, respectively).

Figure 12: Aggregated infection proportion under various immunity levels for bioterrorism (left) and an
extreme epidemic (right).
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